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UNDERSTANDING TERRORISM LAWS 
 

Counter Terrorism & Special Tactics Command 
New South Wales Police Force 

 
The following information has been provided to assist people who do not have a 

legal background in understanding Terrorism Laws and Legislation within NSW 

and Australia.  

 

If you have any questions in relation to the information outlined below, please 

contact the Community Contact Unit on 99199299.   

 
Australia has developed specific laws to prevent terrorist attacks and deal 

appropriately with those involved in terrorism. All Australian governments take a 

cooperative approach to Counter Terrorism.  

 

Criminal offences covering terrorism are primarily dealt with under the Criminal 

Code Act (Commonwealth), which is intended to be comprehensive and uniform 

across Australia. This applies to NSW through the Terrorism (Commonwealth 

Powers) Act 2002 (NSW). 

 

The role of the NSW Police Force in relation to Counter Terrorism is to gather 

evidence and present it to the court. The judicial system makes the ultimate 

decision on whether a person is guilty or not.  

  

What is a Terrorist Act? 
 

A ‘terrorist act’ is defined under Australian law as an action or threat of 

action which: 

 

o Causes serious physical harm to a person; or 

o Causes serious damage to property; or 

o Causes a persons death; or 

o Endangers a person’s life, other than the life of the offender committing 

the terrorist act; or  

o Creates a serious risk to the health or safety of the public or a section of 

the public; or  

o Seriously interferes with, disrupts, or destroys, an electronic system 

including, but not limited to:  

o Information System; or 

o Telecommunication System; or  

o Financial System; or 

o System used for the delivery of essential government services, 

essential public utilities, or transport systems.  

 

In addition, the above action or threat is done with the intention of: 

o Coercing, or influencing by intimidation, the government of 

Commonwealth or a State, Territory, or foreign country; or 

o Intimidating the public or section of the public.  

 

This definition captures conduct where a terrorist act occurs in Australia and was 

directed towards a foreign government.  

 

 

http://www.austlii.edu.au/au/legis/cth/consol_act/cca1995115/
http://www.austlii.edu.au/au/legis/cth/consol_act/cca1995115/
http://www.legislation.nsw.gov.au/sessionalview/sessional/TITLE/Terrorism%20(Commonwealth%20Powers)%20Act%202002%20No%20114.pdf
http://www.legislation.nsw.gov.au/sessionalview/sessional/TITLE/Terrorism%20(Commonwealth%20Powers)%20Act%202002%20No%20114.pdf
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What is NOT a Terrorist Act? 
 

Holding a protest, rally or some other form of industrial action where you are 

exercising your right to freedom of speech, and there is no intention to  

o Cause serious physical harm to a person; or 

o Causes a persons death; or 

o Endanger a person’s life, other than the life of the person taking the 

action; or  

o Creates a serious risk to the health or safety of the public or a section of 

the public. 

 

The NSW Police Force will take all reasonable steps to facilitate the exercise of 

your constitutional rights to freedom of speech.   

 

What is a Terrorism Offence? 
 

Below is a summary of what constitutes a terrorism offence in NSW: 

 

o Committing a Terrorist Act – This is where a person actually commits 

an act of terrorism as defined above. The prosecution must prove that a 

person actually committed the act. This carries a maximum penalty of Life 

imprisonment.  

 

o Undergoing Training in Connection with a Terrorist Act – It is an 

offence for a person to train for a terrorist act. Training might include 

shooting targets, evasive driving techniques, physical fitness or rehearsing 

for an attack. The prosecution must prove that each activity is linked to a 

planned terrorist act.  

 

o Possessing “Things” Connected with a Terrorist Act – Any innocent 

item may be regarded as a “thing” under this offence. However, it must be 

proven that this “thing” is connected to an act of terrorism. For example 

possessing a chemical is not an offence. However, possessing certain 

chemicals along with other items that might be used to make a bomb, 

combined with direct evidence that a person was preparing for a terrorist 

act, could make the possession of this thing an offence.    

 

o Possessing “Documents” Connected with a Terrorist Act – This 

relates to possessing documents such as maps, diagrams or photographs, 

which could be used to assist in undertaking a terrorist act. This also 

includes the downloading of material from Internet sites. Once again 

though, the prosecution must prove that these documents are directly 

linked to a terrorist act.  

 

o Financing a Terrorist Act – Unlike other terrorism offences, this offence 

requires a lower test to establish the “intention” of a person. A person 

commits an offence if they provide or collect funds and are reckless as to 

whether or not those funds would be used in a terrorist act.  

 

o Other Preparatory Acts for committing Terrorist Acts – A person 

commits an offence if they undertake preparation or planning for a 

terrorist act. This can include: gathering intelligence, storing weapons or 

explosives or convening and attending meetings. As always, the 

prosecution must prove that this activity is linked to a terrorist act.  
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o Terrorist Organisations – There are a number of offences linked to 

Terrorist Organisations including:  

o Directing or Leading a Terrorist Organisation;  

o Being a Member of a Terrorist Organisation;  

o Recruiting other people to join a Terrorist Organisation;  

o Training or receiving Training from a Terrorist Organisation;  

o Funding from or to a Terrorist Organisation; 

o Supporting a Terrorist Organisation, such as providing intelligence 

or logistical support;  

 

It should be noted, that with all of the offences outlined above, a person must 

intentionally carry out these acts for an offence to exist.  

 

In the case of Terrorist Organisations, a person must know that an organisation is 

a terrorist organisation for an offence to be committed.  

 

There are a total of 18 organisations listed as terrorist organisations in Australia 

as part of the Security Legislation Amendment (Terrorism) Act 2002. (Please see 

attached list for full details) 

 

However, an exception to intention and knowledge is where a person was 

reckless in their actions. In other words, a person may have not have possessed 

the knowledge or intention to commit the above offences, however, they were 

aware that their actions may contribute to the risk that a terrorist act may occur, 

but chose to ignore that risk. This is also an offence. 

 

Judicial System 
 

It should be noted that there exists a clear and concise separation of power 

between that of the Judicial System and that of the NSW Police and Government. 

This is to ensure fairness and impartiality. The NSW Police Force and Government 

have no influence or coercion on the Judicial System. The role of the NSW Police 

Force is to collect evidence and present this to a court. It is the responsibility of 

the court to determine if a person is guilty or not. If the Police are unable to 

prove any of the offences outlined above beyond a reasonable doubt, the court 

case will be dismissed.  

 

Committing a Terrorist Act Overseas 

Under the Criminal Code Act (Commonwealth) it is an offence under Australian 

Law to travel overseas to commit a Terrorist Act.  

International Terrorists  
 

Under Australian Law, NSW Police can arrest any person who has committed a 

terrorism offence overseas and bring them before the courts.  

  
Special Legislation in NSW 
 

Specific legislation exists in NSW that gives police special powers to deal with 

imminent threats of terrorist acts and to respond to terrorist acts. This legislation 

is called the Terrorism (Police Powers) Act 2002. 

 

The Terrorism (Police Powers) Act provides for the Commissioner or Deputy 

Commissioner of Police to authorise police to exercise special powers to deal with 

terrorist acts. The officer needs to be satisfied that: 

 

http://www.austlii.edu.au/au/legis/cth/consol_act/cca1995115/
http://www.legislation.nsw.gov.au/maintop/view/inforce/act+115+2002+cd+0+N
http://www.secure.nsw.gov.au/cognition/managedlink.aspx?id=633240864722120000
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 There are reasonable grounds to believe there is a threat of a terrorist act, 

or one has already occurred, and  

 

 The use of the powers will substantially assist in preventing the terrorist 

act or in apprehending the persons responsible for the terrorist act 

 

 The nature and extent of the powers are appropriate to the threatened or 

suspected terrorist act.  

 

These special powers can only be used if the Minister for Police agrees. 

 

The special powers allow police to find a particular person, a particular vehicle, to 

prevent a terrorist act in a particular area and/or to apprehend the persons 

responsible for the terrorist act in a particular area. 

 

Once an authorisation is granted, police are able to use the special powers to: 

 

• obtain disclosure of identity  

• stop, search and detain a target person  

• stop, search and detain a target vehicle  

• stop, search and detain a person or vehicle in a target area  

• enter and search premises and/or place a cordon around the target 

area to facilitate stop and search  

• seize and detain certain things, and to remove and guard those things 

 

Police may use such force as is reasonably necessary when exercising the powers 

under the authorisation.  

 

An authorisation to prevent a terrorist act can only be in existence for a short 

period of time with a maximum duration of 14 days. An authorization to 

investigate a terrorist act that has occurred has a maximum duration of 48 hours.  

 

The Terrorism (Police Powers) Act also allows police to take a person into custody 

and detain them for a short period (14 days) to prevent an imminent terrorist act 

or to preserve evidence of a recent terrorist act. Before this can happen police 

must seek an order from the Supreme Court known as a Preventative Detention 

Order.  

 

The Act contains very strict rules around obtaining and carrying out of 

preventative detention orders so that the rights of the person detained are 

protected. Some of these include: 

 

 Informing the detained person of the existence and conditions of the order 

as soon as practicable after the person is taken into custody  

 

 Providing the detainee with a copy of the order and a summary of the 

grounds upon which the person is detained 

 

 Allowing the person detained to disclose the fact that they are being 

detained.  

 

 No questioning of the person about the terrorist incident while detained.  

 

 Fingerprints, photograph and samples of handwriting can only be taken for 

identification purposes.  

 

 Does not apply to persons under 16 years of age 
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 Oversight by a Superintendent of Police or above, not involved in the 

making of the application for the Preventative Detention Order 

 

 Maximum period for detention is 14 days 

 

 The detained person is entitled to contact a family member, employer, 

Ombudsman, Police Integrity Commission and their lawyer. In some 

circumstances, the Supreme Court may actually prohibit this.  

 

 Any person detained must not be subjected to cruel, inhumane or 

degrading treatment. 

 

 Any exercise of the powers relating to a Preventative Detention Order will 

be scrutinised by the Ombudsman. This is totally independent of the 

Police.  

   

There are similar powers contained in Division 104 of the Commonwealth Criminal 

Code Act. In addition to Preventative Detention Orders Division 104 of the 

Commonwealth Criminal Code Act provides for Control Orders to be imposed on 

certain persons by a Federal Court. Control Orders allow obligations, prohibitions 

and restrictions to be imposed on a person, for the purpose of protecting the 

public from a terrorist act. Unlike a Preventative Detention Order, a Control Order 

allows the person to be at large in the community rather than kept in custody.   

 

In addition to the powers mentioned above, the Terrorism (Police Powers) Act 

also provides police with power to undertake covert investigations in certain 

circumstances, when authorised by the Supreme Court.  

 

Further information on this legislation can be found at the following: 

 

http://www.legislation.nsw.gov.au/maintop/view/inforce/act+115+2002+cd+0+

N and http://www.austlii.edu.au/au/legis/cth/consol_act/cca1995115/ 

 

 

LISTED TERRORIST ORGANISATIONS IN AUSTRALIA 

Please click on the following link for a current list:   

http://www.nationalsecurity.gov.au/Listedterroristorganisations/Pag
es/default.aspx

http://www.austlii.edu.au/au/legis/cth/consol_act/cca1995115/
http://www.austlii.edu.au/au/legis/cth/consol_act/cca1995115/
http://www.legislation.nsw.gov.au/maintop/view/inforce/act+115+2002+cd+0+N
http://www.legislation.nsw.gov.au/maintop/view/inforce/act+115+2002+cd+0+N
http://www.austlii.edu.au/au/legis/cth/consol_act/cca1995115/
http://www.nationalsecurity.gov.au/Listedterroristorganisations/Pages/default.aspx
http://www.nationalsecurity.gov.au/Listedterroristorganisations/Pages/default.aspx
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CASE STUDY  

This case study details the conviction of Faheem Khalid Lodhi of terrorism 

offences in 2003. Lodhi was the first person to be found guilty of planning for a 
terrorist attack in Australia (Case details: Regina v Lodhi [2006] NSWSC 691). 1 

Background 

In May 2003, a man named Willie Brigitte arrived in Australia from France. In 

2001 Brigitte had trained at a terrorist training camp in Pakistan called Lashkar–

e–Taiba (this is one of the terrorist organisations listed in Australia’s Criminal 
Code Regulations) 

A few days before Brigitte arrived in Australia, Faheem Khalid Lodhi set up a 

mobile phone account in a false name. Two calls were made from Brigitte’s phone 

in France to the phone – one on 7 May 2003 and the second one on 13 May 2003, 

the day before Brigitte left France for Australia. 

There was evidence that although Lodhi had previously never met Brigitte, 

arrangements had been made for him to meet and collect Brigitte when he 
arrived in Sydney. They did meet and spent most of that day together. 

The connecting link between Lodhi and Brigitte was a man in Pakistan known as 

‘Sajid’. Lodhi met Sajid in Pakistan at a mosque during 2002 and again in 2003. 

The evidence established that Sajid coordinated a liaison between Lodhi and 
Brigitte in Sydney to explore the possibility of terrorist actions in Australia. 

In October 2003, French authorities notified Australian authorities that Brigitte 

had a substantial connection with terrorism. This led to his sudden detention and 
deportation to France. 

Just before Brigitte’s detention, Lohdi obtained maps of the electrical supply 

system in Sydney using false identification. He also requested a list of chemical 
prices by fax using a false company name. 

The trial 

Lodhi was arrested on 22 August 2004 as part of a joint operation between state 

and federal police and intelligence services. He was charged with terrorist related 

offences and was ordered to stand trial in the Supreme Court. The Supreme Court 

trial concluded on 19 June 2006, and Lodhi was sentenced on 23 August 2006. 

The court was satisfied that the connecting link between Lohdi and Brigitte was 

their joint interest in contemplating and discussing the possibility of terrorist 
activity in Australia.  

Lodhi claimed that obtaining the electricity grid maps had nothing to do with 

terrorist related activities, but the court found that Lodhi’s explanations were 

untrue. They determined the real reason he gave a false name, telephone 

number and address was that he did not want his own identity to be known. This 

was because he intended to use the maps in a plan to bomb part of the Australian 

electricity supply system. 

                                                 
1
 http://www.secure.nsw.gov.au/Legislation/Case-study.aspx 
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Not only were Lodhi’s intentions evident through his association with Brigitte and 

Sajid, but he also possessed a significant amount of incriminating material 

including a CD–Rom described as the ‘jihadi CD’. This CD was a virtual library 

encouraging the reader to undertake violent jihad, justifications for suicide 

bombings, and glorifying those who had given their lives to the murder of 
innocent civilians and others in the name of extremist Islam. 

Lodhi also possessed a handwritten “terrorism manual for the manufacture of 

homemade poisons, explosives, detonators and incendiary devices”, including 

formulas for homemade grenades and petrol bombs referred to as the ‘Urdu 
document’. 

Outcome 

The court was satisfied Lodhi’s plans to bomb the electricity system had only 

reached a very early stage, but still convicted him of “possessing things 

connected with terrorist acts” and sentenced him to 10 years imprisonment. 

On a second more serious charge of “acts in preparation for a terrorist offence” 

relating to attempting to source chemicals that were in the terrorism manual he 
received a sentence of 20 years imprisonment. 

For the third charge relating to the possession of the ‘Urdu document’ Lodhi 
received a sentence of 10 years imprisonment. 

On each count the court was satisfied that Lodhi intended to use the maps and 

the list of chemicals in a plot to cause the detonation of an explosive or 

explosives to advance the cause of violent jihad and intimidate the government 
and the public. 

The seriousness of this type of offence can be seen by the penalty imposed by the 

court. Even though Lodhi was in the very early stages of carrying out the 

offences, he still received substantial punishment for his part in the preparation 
for terrorist acts. 
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FREQUENTLY ASKED QUESTIONS 
 
What is a Terrorist Act under Australian Law?  

“an act or threat, intended to advance a political, ideological or religious cause by 

coercing or intimidating an Australian or foreign government or the public. This 

action must cause serious harm to people or property, create a serious risk to the 

health and safety to the public, or seriously disrupt trade, critical infrastructure or 
electronic systems.” Criminal Code Act (Commonwealth) 

Is holding a Protest, Rally or some form of Industrial Action considered a 
terrorist act? 

Holding a protest, rally or some other form of industrial action where you are 

exercising your right to freedom of speech, and there is no intention to cause 

serious physical harm, death or danger to the life of a person or create a serious 

risk to the health or safety of the public, is NOT a Terrorist Act. Furthermore, the 

NSW Police Force will take all reasonable steps to facilitate the exercise of your 

constitutional rights to freedom of speech.  

 

What is a Terrorism Offence under Australian Law? 

 

o Committing a Terrorist Act  

o Undergoing Training in Connection with a Terrorist Act  

o Possessing “Things” Connected with a Terrorist Act  

o Possessing “Documents” Connected with a Terrorist Act  

o Financing a Terrorist Act  

o Other Preparatory Acts for committing Terrorist Acts 

 

What is considered as “Training” in Connection with a Terrorist Act?  

 

There are a number of activities that can be considered as training including, but 

not limited to: shooting targets; firearms training; explosives training; evasive 

driving techniques; physical fitness; rehearsing for an attack; unarmed combat; 

aviation or maritime training. However, the prosecution must always prove that 

each activity is linked to a planned terrorist act.  

 

What is considered a “Thing” connected with a Terrorist Act?  

 

Various innocent items may be considered a “Thing” if they are connected with a 

Terrorist Act. For example, possessing certain chemicals along with other items 

that might be used to make a bomb, combined with direct evidence that a person 

was preparing for a terrorist act, could make the possession of this “Thing” an 

offence.  

 

What is considered a “Document” connected with a Terrorist Act?  

 

There are various items that may be considered a “Document” including maps, 

diagrams, photographs or blueprints as well as material downloaded from 

Internet sites. The prosecution must prove that these documents are directly 

linked to a terrorist act.  

 

http://www.austlii.edu.au/au/legis/cth/consol_act/cca1995115/
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What is considered “Financing” a Terrorist Act?   

 

A person commits an offence by collecting or providing funds to a person or 

organisation to commit a terrorist act. Even if a person does not have the 

knowledge or intention to fund a Terrorist Act, however they are aware that their 

actions contribute to the risk that a terrorist act could occur, an offence has also 

been committed.  

 

What other activities are considered an offence? 

 

A person commits an offence if they undertake preparation or planning for a 

terrorist act. This can include gathering intelligence, storing weapons or 

explosives or convening and attending meetings. As always, the prosecution must 

prove that this activity is linked to a terrorist act.  

 

What is a Terrorist Organisation?  

Under the law, there are two ways for an organisation to be identified as a 

'terrorist organisation'. Either an organisation may be found to be such an 

organisation by a court as part of the prosecution for a terrorist offence, or it may 

be specified in Regulations, known as ‘listing’. For a listing to be effective, the 
processes set out in the legislation must be followed. 

Before an organisation can be listed, the Attorney-General must be satisfied on 

reasonable grounds that the organisation is directly or indirectly engaged in, 

preparing, planning, assisting in or fostering the doing of a terrorist act. 

The listing of an organisation ceases to have effect two years after its 

commencement, or if the Minister ceases to be satisfied that the organisation is 

directly or indirectly engaged in, preparing, planning, assisting in or fostering the 
doing of a terrorist act, whichever occurs first. 2 

What Offences relate to a Terrorist Organisation?  

When a court has determined, or by regulation it is determined, that an 

organisation is a 'terrorist organisation', it is an offence to: 

 direct the activities of the organisation;  

 recruit persons to the organisation;  

 receive training from or provide training to the organisation;  

 receive funds from or make available funds to the organisation;  

 provide support or resources to the organisation. 

It is also an offence to be a member of any listed terrorist organisation and to 

intentionally associate with a person who is a member or who promotes or directs 

the activities of a listed terrorist organisation where that association provides 

support that would help the terrorist organisation to continue to exist or to 

expand. 

                                                 

2
 Security Legislation Amendment (Terrorism) Act 2002 

 

http://www.comlaw.gov.au/ComLaw/Legislation/Act1.nsf/asmade/bytitle/E0B69B153BBA1DCCCA256F72000F02E0?OpenDocument
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What Organisations are officially listed under Australian Law? 

Please click on the following link for a current list:  

http://www.nationalsecurity.gov.au/Listedterroristorganisations/Pages/default.as
px 

Is it an offence under Australian Law to commit a Terrorist Act overseas? 

Yes.  Under the Criminal Code Act (Commonwealth) it is an offence under 
Australian Law to travel overseas to commit a Terrorist Act.  

Can an International Terrorist be arrested if found in Australia? 

Yes. Under Australian Law, NSW Police can arrest any person who has committed 

a terrorism offence overseas and bring them before the courts.  

What is the role of the Police in relation to all of these offences listed 

above?  

The role of the Police is to collect evidence and present this to a court. It is the 

responsibility of the court to determine if a person is guilty or not. If the Police 

are unable to prove any of the offences outlined above beyond a reasonable 

doubt, the court case will be dismissed.  

Do the Police or Government have any influence or power over the 

court’s decision?  

No. There exists a clear and concise separation of power between that of the 

Judicial System and that of the NSW Police and Government. This is to ensure 

fairness and impartiality. The NSW Police Force and Government have no 
influence or coercion on the Judicial System. 

What Special Powers do the Police have in NSW? 

The Terrorism (Police Powers) Act 2002 provides for the Commissioner or Deputy 

Commissioner of Police to authorise police to exercise special powers to deal with 

terrorist acts. The officer needs to be satisfied that: 

 

 There are reasonable grounds to believe there is a threat of a terrorist act, 

or one has already occurred, and  

 

 The use of the powers will substantially assist in preventing the terrorist 

act or in apprehending the persons responsible for the terrorist act 

 

 The nature and extent of the powers are appropriate to the threatened or 

suspected terrorist act.  

 

These special powers can only be used if the Minister for Police agrees. 

 

 

 

 

 

 

 

 

http://www.nationalsecurity.gov.au/Listedterroristorganisations/Pages/default.aspx
http://www.nationalsecurity.gov.au/Listedterroristorganisations/Pages/default.aspx
http://www.austlii.edu.au/au/legis/cth/consol_act/cca1995115/
http://www.legislation.nsw.gov.au/maintop/view/inforce/act+115+2002+cd+0+N
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What can the Police do?  

 

The special powers allow police to find a particular person, a particular vehicle, to 

prevent a terrorist act in a particular area and/or to apprehend the persons 

responsible for the terrorist act in a particular area.  

 

Once an authorisation is granted, police are able to use the special powers to: 

 

• obtain disclosure of identity  

• stop, search and detain a target person  

• stop, search and detain a target vehicle  

• stop, search and detain a person or vehicle in a target area  

• enter and search premises and/or place a cordon around the target 

area to facilitate stop and search  

• seize and detain certain things, and to remove and guard those things 

 

In addition, the Act also provides police with power to undertake covert 

investigations in certain circumstances, when authorised by the Supreme Court.  

 

What if a person tries to stop Police exercising these powers?  

 

Police may use such force as is reasonably necessary when exercising the powers 

under the authorisation.  

 

How long does an authorisation remain in existence?  

 

14 days.  

 

Can a person be taken into custody and detained?  

 

Yes. The Terrorism (Police Powers) Act also allows police to take a person into 

custody and detain them for a short period to prevent an imminent terrorist act 

or to preserve evidence of a recent terrorist act. Before this can happen police 

must seek an order from the Supreme Court known as a Preventative Detention 

Order.  

 

How long can a person be detained?  

 

14 days. 

 

What are the rules in regards to detaining a person?  

 

The Act contains very strict rules around obtaining and carrying out of 

preventative detention orders so that the rights of the person detained are 

protected. Some of these include: 

 

 Informing the detained person of the existence and conditions of the order 

as soon as practicable after the person is taken into custody  

 

 Providing the detainee with a copy of the order and a summary of the 

grounds upon which the person is detained 
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 Allowing the person detained to disclose the fact that they are being 

detained.  

 

 No questioning of the person about the terrorist incident while detained.  

 

 Fingerprints, photograph and samples of handwriting can only be taken for 

identification purposes.  

 

 Does not apply to persons under 16 years of age 

 

 Oversight by a Superintendent of Police or above, not involved in the 

making of the application for the Preventative Detention Order 

 

 The detained person is entitled to contact a family member, employer, 

Ombudsman, Police Integrity Commission and their lawyer. In some 

circumstances, the Supreme Court may actually prohibit this.  

 

 Any person detained must not be subjected to cruel, inhumane or 

degrading treatment. 

  

Is this action reviewed by anybody?  

 

Yes. Any exercise of the powers relating to a Preventative Detention Order will be 

scrutinised by the Ombudsman. This is totally independent of the Police.  


